Systems Administrator II Job Description
Department:

Information Technology

FLSA Status:

Exempt

Reports to:

Vice President of Information Technology

Position Type:

Full-time

Location:

Milwaukee, WI

Travel Required:

5%

Approved By:

President/CEO

Approved Date:

November 9, 2020

Position Summary
Under limited supervision, handles routine and non-routine issues with servers, networks, phone system and
disaster recovery plans. Ensures the security of operating systems. Provides support for the organization's
information systems and peripheral equipment such as application servers, database servers, web servers,
desktops, printers, and storage devices. Performs recovery procedures, scheduling, and back-ups. May provide
leadership and mentoring for Technical Support roles and desktop technologies.

Essential Functions and Responsibilities
This list of duties and responsibilities is not all inclusive and may be expanded to include other duties and
responsibilities as management may deem necessary from time to time.
1.

2.

3.

4.

5.

6.
7.

8.
9.

Build, configure, install, maintain and upgrade difficult but usually not complex server operating systems
and hardware. Responsible for server environment and platform including data protection, off-site data
management. May provide support for Systems Administrator III.
Develop, test, and validate security solutions on devices such as web servers, mail servers, file servers,
routers, and firewalls. May evaluate and implement software fixes (patches) to address system
vulnerabilities. May manage secondary disaster recovery location including server copies and data as well
as server security and authorizations.
Provide technical expertise in the management of network; test and analyze network facilities, including
network control software, routers, switches, lines, modems, adapters, and servers. Perform technical
analyses of software, hardware and transmission facilities using various diagnostic tools in support of
efficient network operations. Monitor data traffic and control network resource performance to ensure
high-quality transmission. Identify, diagnose and resolve technical problems related to network
failure/integrity.
Assist with the administration and support for email applications to ensure that the system's integrity and
security are not compromised. Provide assistance with set-up and configuration for e-mail services
including mailbox provisioning and address book, e-mail filtering and white listing, secure e-mail, and email archive. Provide assistance with provider/vendor relationships for email including email set up and
maintenance troubleshooting/opening tickets, and e-mail licensing.
Ensure consistent internet connectivity between offices, effective firewalls and security, and strong filters
for web traffic. Handle telecommunication connections including phone voice traffic over data circuits,
provider management, troubleshooting/opening tickets with providers.
May provide assistance with license management for servers, phone system, and networks.
Provide technical support for the phone system including servers, on-premise system, troubleshooting,
opening tickets, recording greetings for the call center, changes to call routing, call quality, call recording,
agent desktop for logins, new queues, changes to the routing as needed, and monitoring incoming and
outgoing traffic. Escalate more difficult issues to senior level administrator.
Disaster recovery duties include servers, networks, phone system, PCs, secondary site maintenance, and
regular exercises to prepare for disaster.
May work with a variety of third-party vendors including vendors for system and network changes,
hardware, email systems, all servers, equipment, security, and other areas covered by this position. This
includes evaluating proposals.
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10. Build knowledge of the organization, processes, and customers. Solve a range of straightforward
problems. Analyze possible solutions using standard procedures. Problems faced are difficult and
sometimes complex.
11. Complete other duties as assigned.

Qualifications
To perform this job successfully, an individual must be able to perform each essential duty satisfactorily. The
requirements listed below are representative of the knowledge, skill, and/or ability required. Reasonable
accommodations may be made to enable individuals with disabilities to perform the essential functions.

Education and Experience
•
•

Bachelor’s degree in Computer Science or related field or equivalent combination of education and
experience.
Minimum of three years of previous related experience.

Competencies
•
•
•
•
•

•
•
•

Knowledge of server operating systems and virtualization, databases, and networks/security.
Solid problem solving and analytical skills.
Ability to effectively communicate with and interpret the requirements of end users.
Proficient with Microsoft Office Professional.
Clear and concise communication with strong written and verbal communication skills, including the
ability to communicate technical solutions to non-technical staff; ability to write clear technical
documentation.
Ability to interact with all levels of internal and external business partners.
Manage and prioritize work effectively with minimal supervision.
Respect and discipline for confidentiality. Know and comply with company policies and regulations such as
the Health Insurance Portability and Accountability Act (HIPAA).

Physical Demands
•
•
•
•
•
•
•

Occasionally lifts/pulls/carries up to 25 pounds.
Frequently required to stand, sit, talk and hear, and use hands to handle, or touch objects or controls.
On occasion the incumbent may be required to stoop, bend, kneel, or reach above the shoulders.
Operate typical office equipment such as a computer, telephone, copy machine, etc.
Specific vision abilities required by this job include close vision, distance vision, color vision, peripheral
vision, depth perception, and ability to adjust focus.
Regular mental demands such as comprehension, reasoning, decision making, and strong math skills.
Some travel required.

The mental and physical requirements described here are representative of those that must be met by an individual
to successfully perform the essential functions of this position. Reasonable accommodations may be made to
enable individuals with disabilities to perform the essential functions.

Working Environment
•
•

Continuous work in an office setting with moderate noise exposure.
Some travel may be required.

The work environment characteristics described here are representative of those an individual encounters while
performing the essential functions of this position. Reasonable accommodations may be made to enable individuals
with disabilities to perform the essential functions.
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The above statements reflect the general details necessary to describe the principle functions of the occupation
described and shall not be construed as a detailed description of all the work requirements that may be inherent in
the occupation.

